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Introduction to Promontory

Promontory excels at helping clients resolve critical issues, 

particularly those with a risk management or regulatory dimension.

Promontory is a leading strategy, risk management, and regulatory-compliance 

consulting firm focusing on the financial services industry. Our professionals, with 

deep expertise gained through decades of leadership at regulatory bodies and 

Fortune 100 corporations, help entities understand and implement global and 

national financial services regulation. Founded in 2001 by Chief Executive Officer 

Eugene A. Ludwig, former U.S. comptroller of the currency, Promontory became 

a wholly owned subsidiary of IBM in 2016. 

We assist our clients with:

• Complex and time-sensitive circumstances that require thoughtful, unique 

solutions

• Regulatory matters, including directives, orders, and compliance issues

• Evaluation against industry and regulatory standards
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Unmatched Regulatory Expertise

Office of the Comptroller of the Currency
• Comptroller of the Currency

• First Senior Deputy Comptroller and Chief Counsel

• Senior Deputy Comptroller and Chief National Bank Examiner

• Senior Deputy Comptrollers for Bank Supervision Policy, Capital 

Markets, Economic Affairs, and International Affairs

• Multinational Bank Examiner-in-Charge

Federal Deposit Insurance Corporation
• Vice Chairman

• Chief of Staff

Securities and Exchange Commission
• Chairman

• Assistant Director, Division of Enforcement

• Senior Counsel, Division of Enforcement

U.S. Department of the Treasury
• Deputy Secretary

• Under Secretary for Domestic Finance

• Deputy Assistant Secretary, Critical Infrastructure 

and Compliance

Financial Stability Oversight Council
• Member Representing State Banking Supervisors

Consumer Financial Protection Bureau
• Field Manager

U.S. Congress
• U.S. Senator

Federal Reserve Board
• Director, Banking Supervision and Regulation Division

• Deputy Director, Banking Supervision and 

Regulation Division

• Senior Associate Director, Financial Market, Infrastructure, Financial 

Risk Management, and Risk Analysis Programs

Federal Reserve Bank of Chicago
• President and CEO

Federal Reserve Bank of New York
• SVP, Enterprise Risk Supervision

• SVP, Financial Institution Supervision Group

• VP, Financial Infrastructure

• VP, Operational Risk

Federal Reserve Bank of Philadelphia
• EVP and Lending Officer

Federal Reserve Bank of Richmond
• VP, Credit Risk Management

• VP, Risk and Policy 

Our professionals and advisers have previously served in senior policymaking 

and policy-implementing roles around the world.

Federal Reserve Bank of San Francisco
• EVP, Banking Supervision and Regulation

• VP, Banking Supervision and Regulation

U.S. Department of Homeland Security
• Deputy Undersecretary for Cybersecurity and 

Communications

New York State Banking Department
• Superintendent of Banks 

California Department of 

Financial Institutions
• Commissioner

Worldwide
• Chairman, U.K. Financial Services Authority

• Secretary General, Committee of European 

Securities Regulators

• Governor, Bank of Thailand

• Governor, Bank of Japan

• Chief Bank Supervisor, Bank of Japan

• Deputy Governor, Bank of Canada

• Chairman, Australian Prudential Regulation Authority

• Chairman, Lebanese Banking Control Commission

• Ministry of Finance, Mexico 



Customer Success – Data Governance, 

Data Privacy, and Analytics
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The Information Landscape is Rapidly Evolving
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We are in a rapidly evolving information age

Big Data, Cloud, AI, Data Brokers, Mobile, the Internet of Things, Blockchain are rapidly 

transforming how information is collected, processed, used and shared.

New regulatory framework is emerging

Information-related global laws and regulations are adapting to new technologies and new 

data uses, requiring a new approach to managing personal information-related risks and 

ability for data subjects to have increased control over their personal information.

Business is in a transformation

As information becomes a MORE valuable asset and subject to more rules and controls, 

the organizational roles that define, manage and address information risk will need to be 

structured in a more efficient manner
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Ways Financial Institutions are Using Data to Enhance Customer Experience

Data suggests that most Financial Institutions find 

it challenging to leverage their customers’ data

• In the US, 46% of banks do not leverage their customer data

• While in the UK, 66% of financial institutions are now deploying machine learning tools

• 50% of banks believe keeping customer data safe is more important than reducing friction in the 

customer experience

• 84% of people say breaches of data privacy and ethics causes them to lose trust in companies

• 1.1 billion identities have been exposed due to data breaches since 2013
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Data Governance Benefits

Data governance and management are critical for enabling customer success to grow the business, cut costs, and 

manage risk. Data governance and management can be combined with analytics platforms to unlock new and innovative 

business solutions. 

Cost 

Reduction 

Streamline business operations 

and technology cost of ownership 

using the right tools and 

technology for faster time to 

market and optimization of 

processes and structures.

• Use right-fit tools and 

technology to streamline data 

infrastructure and architecture 

Risk

Have management information 

systems that readily produce key 

data on financial resources and 

positions on a legal entity basis, 

implement data governance 

controls, and that ensue data 

integrity and reliability.

• Better visibility into risk profile

• Lower possibility of rejection 

of regulatory responses

Growth

Enhance marketing and improve 

the customer experience by 

leveraging fintech alignments, 

payment solutions, and 

monetizing data and analyses for 

commercial effectiveness.

• Broad view of the customer 

relationship 

• Customer segmentation and 

lifetime value 
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Enabling Customer Success Through Data 

Below are key considerations that should be considered when enhancing a data management program. Together, data 

governance and analytics drive customer insights, protect personal data, and improve the customer experience.

Areas of Focus

Business 

Alignment

Data Governance 

Ownership 

and Policy

Data Quality 

Reporting

Architecture Governance 

Rules 

Management

Privacy and 

Security

Change 

Management

Regulation and 

Compliance

Alignment with 

enterprise business 

strategy and vision, 

focus on both 

short-term and 

mid/long-term 

initiatives

Central roles and 

ownership are 

defined & 

established, focus 

is on sustainable / 

scalable 

ownership and 

empowerment

Data quality issues 

are acknowledged, 

focus on defining 

rules, 

measurement

reporting, and 

accurate reporting 

to management, 

clients and 

regulators

Data architecture 

capabilities 

established, focus 

on clear coherent 

models, policies, 

rules and 

standards 

governing data 

collection, storage, 

and integration

Baseline business 

rules defined and 

implemented in 

silos, focus on 

scale, speed and 

centralized 

maintenance

Alignment of privacy 

and security data 

classification and 

data governance 

activities initiated, 

focus on 

Information 

technology 

systems to 

support secure 

access to reliable, 

timely and 

accurate data

Evolution from 

change notification 

model; focus on 

improving the 

ability to control 

and minimize 

downstream 

impacts and align 

with regulatory 

change 

management

Baseline 

requirements

defined and 

procedures in place; 

focus on clearly 

documented 

systems and data 

demonstrate 

compliance with 

relevant 

regulations



Case Studies
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A large global bank with operations in 50 countries was seeking a solution strengthen customer 

loyalty by delivering more personalized services. The goal was to develop a real-time 360 degree view of 

each customer to be able to provide more relevant offers, delivering stellar service, and boost loyalty.

Case Study #1 – Enhancing Customer Insights 

• Customer data was spread across multiple systems

• Data was unstructured and not compared between the different customer interfaces: 

• There was no solution that combined all the data into an accurate picture of the customer

Challenges Faced 

Online ATM
Mobile 
Banking

Call Center Branch
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A large global bank with operations in 50 countries was seeking a solution strengthen customer 

loyalty by delivering more personalized services. The goal was to develop a real-time 360 degree view of 

each customer to be able to provide more relevant offers, delivering stellar service, and boost loyalty.

Case Study #1 – Enhancing Customer Insights 

• Text mining and sentiment 

analysis of customers’ call 

center conversations to gain 

insights into product preferences 

and emerging needs

• Analyze spending habit data to 

predict significant life events 

• Monitor automated billpay and 

direct deposit activity to identify 

potential client attrition

Data Gathering Methods 

• Deployed analytics tool to combine transactional and 

demographic data for each customer into one profile 

• Make data available in real time to agents to provide more 

relevant advise and cross-selling opportunities to clients

• Use client data and insights to tailor marketing campaigns to 

better address the emerging needs of existing clients

Solution

• Improved customer service satisfaction

• Tripled revenues from cross- and up-selling to customers

• Reduced account attrition by 66%

Impact
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A phased approach to transforming financial crimes programs. 

Deliver Operations Apply Accelerators Deploy Systems Expand Cognitive Share Knowledge

TECHNOLOGY

ACCELERATORS
LEVERAGE 

PLATFORMS

PHASE 5PHASE 4PHASE 3PHASE 2PHASE 1

Apply back testing for alternative approaches to managing alerts/cases, and 

parallel runs when introducing alternative approaches to identifying risk

Case Study #2: Roadmap to AML 2.0
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Case Study #2 – Customer Segmentation at Top Six U.S. Bank

Regulatory Context

• A top-tier U.S. Bank sought new 

ways of approaching its treatment 

of a number of high risk 

customer segments.

• The Bank’s primary regulator 

expressed criticism for the way 

it handled its non-resident alien

(“NRA”) population in particular.

• Traditional, static data elements 

are no longer sufficient to 

quantify customer risk.

• Ineffective and inefficient 

customer risk rating methods 

drive downstream enhanced due 

diligence (“EDD”), periodic review, 

and transaction monitoring 

processes.

Approach

• Apply cognitive techniques to better identify customer risk 

within the high risk NRA segment, using:

• Machine Learning

• Understand behavior

• Cluster similar behaving customers

• Identify customer more likely to be escalated

• Clustering and Dynamic Segmentation

• Continuous Monitoring

Output and Result

• Reduction in high risk 

customers (to medium or low) by 

approx. 35%.

• Increased efficiency and 

effectiveness of EDD selection, 

periodic review, and transaction 

monitoring processes.

• More effective focus on truly high 

risk customers.

• Presentation of techniques and 

results to the Bank’s primary 

regulators.
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• Using techniques that are easily understood and transparent, though applied in novel ways 

• Avoidance of black box techniques

• Techniques are repeatable and scalable

• Qualitative justification (business judgment)

• Quantitative justification (statistical evidence)

• Simplicity (e.g., preference for fewer clusters unless justified by above)

• Data quality and lineage were evaluated rigorously

• Assessment and ongoing monitoring of critical data elements 

• Traced and addressed data definition issues prior to production

• Out of Time, including sampling customers from high risk segment and comparing to other 

segments. Test results showed nearly 5x Interestingness compared to other segments

• Data completeness and back-testing including review of inactive customers

• Ability to show how the framework fits into bank processes and controls

• Ease of use and understanding by downstream processes

• Evaluation of portfolio risk and linkage to risk mitigation strategy  

Case Study #2:The Bank successfully addressed the regulatory criticism 

while developing a better solution using innovative methods.

Explainability

Subject Matter 

Expertise

Data Quality and 

Lineage

Testing

Operational 

Application

1

2

3

4

5

• Conceptual soundness of the model and framework

• Model documentation for replication and ongoing model monitoring and governance

• Outcomes analysis to evidence effectiveness

• Ongoing model monitoring for accuracy, completeness, and consistency with purpose

Model Validation and 

Governance

6
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Case Study #2: Convergence

Risk typologies across Financial Crimes are no longer mutually exclusive and we are seeing a shift in the 

market to integrated investigations models.

• Machine learning now enables us to “detect” anomalies 

and unusual patterns and codify these into 

features/models. As an example, once we train and test a 

fraud model, we are able to apply this model to the AML 

transaction monitoring use case and assess if the model 

can explain existing and new AML patterns.  

• Human trafficking flows have successfully predicted 

money laundering on the basis of money flows and bursts 

in activity.

• Cyberattacks are often predicted and mitigated using 

network and graph analytics. We are using the same 

techniques in money laundering investigations.

• Institutions are combining investigations into an 

integrated team. For example, a large UK based bank 

has a combined TM and Fraud Investigations unit. This 

helps in load balancing (alert surges in one area) and an 

overall thorough investigations effort.

Anti-Fraud

Integrated 
Investigations

Transaction 
Monitoring



Legal, Regulatory, and Reputational 

Barriers and Risks
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Growing Gap Between Technology and Regulation

Technology

Regulation

Big data presents ethical and 

compliance challenges.

Large data sets can be 

centralized, used to make 

decisions on data subjects 

that have ethical implications.

Ethical Data Impact 

Assessments can fill the gap

2000 2019
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Big Data & Privacy Impacts

• Increased Personal Data collection: Data is collected 

increasingly from every customer interaction, device information, 

bio-metrics, geo-location including in branch tracking, wifi

information. 3rd party lists of customer information including 

records of over 2000 data elements per individual.

• Behavioral Advertising: Increasing use of customer information 

to understand customer needs, including preemptive analytics and 

profiling driving increased online ad placement and effective 

marketing and customer retention

• Complex Data Sharing: Increasing data sharing across platforms 

/ devices (walk in branch, banking app, website, CSR, application 

etc.) and increased analytics and 3rd party data sharing

• Complex Products: Increasingly complex products relying on 

personal data increases the requirements for privacy by design 

methodologies
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New Regulatory Frameworks – The GDPR Domino Effect? 

Global privacy regulations and frameworks increasing placing controls on personal data use with ability to control use, 

request copies of, or require personal information be deleted

EU: GDPR

• Harmonization 

• Extraterritorial Scope

• Accountability & Governance 

• Data Processing Principles

• Legal Basis for Processing

• Data Subject Rights (Access, deletion, 

use restriction)

• Data Privacy by Design (PbD)

• Enhanced Transparency

• Right to opt-out of automated processing

California: CCPA

• Broad Personal Information definition

• Data Subject Rights (Access, limited 

deletion)

• Enhanced Notice / Choice / Use controls

• Do-not-sell button

• Opt-In requirements for children

• Exemptions for some data (GLBA / 

HIPAA)

• Reasonable security required – but 

private right of action if breach

Brazil: General Data 

Protection Law (LGPD)

• Extraterritorial Scope

• Accountability & Governance 

• Data Processing Principles

• Legal Basis for Processing

• Data Subject Rights (tighter timelines)

• Data Privacy by Design (PbD)

• Enhanced Transparency

• DPO requirements


