
Comprehensive crime, 
cyber crime and civil 
liability insurance
Key features



Set out below is a summary of the key 
elements of the protection provided by 
the CAB Comprehensive Crime, Cyber 
Crime and Civil Liability policy.

Employee Dishonesty. Financial loss 

sustained by the bank resulting from 

dishonest, fraudulent, criminal or malicious 

acts of any employee, whether committed 

alone or in collusion with others.

Cyber Crime. Loss sustained by the bank, or 

loss for which they are legally liable, including 

fees and expenses, resulting from dishonest, 

fraudulent, criminal or malicious access 

by any person or entity to any computer 

system used by or relied upon by the bank. 

Protection extends to include loss resulting 

from fraudulently or maliciously prepared 

computer programmes as well as expenses for 

the verification or reconstitution of computer 

programmes which have been fraudulently or 

maliciously prepared, accessed or deleted.

Malicious Access. resulting in the verification 

and reconstruction costs of the banks systems.

Extortion. Loss resulting from threats to 

injure any director or employee of the bank 

or any of their relatives, or to damage the 

bank’s premises, or to divulge confidential 

information, or to introduce or activate a 

computer virus.

Social Engineering Protection. Loss resulting 

from the transfer of funds to an unintended 

third party as a result of a phishing or other 

social engineering attack against an employee.

Fraudulent Electronic Instructions.  

The transfer of funds to an unintended third 

party as a result of the bank acting on email 

or written instructions  which purport to come 

from a client with the intent to deceive. 

Identity Fraud. Civil and criminal defence 

costs and other expenses resulting from 

an identity fraud upon the bank’s corporate 

identity.  

Forgery. Loss as a result of the bank or any 

financial organization acting or performing 

services as a custodian for the bank, having 

acted or relied on any document, instruction 

or security which purports to be original but 

is either counterfeit, fraudulently altered or 

falsified with the intended to deceive. 

Fraudulent Retention of Inadvertently 

Misdirected Funds. Loss resulting from 

the bank having mistakenly transferred funds 

to the wrong person, or having mistakenly 

transferred higher than intended funds 

to the correct person, where such funds 

cannot be recovered. 



Costs and Expenses. Fees and expenses 

incurred by the bank for independent 

outside accountants, lawyers, investigators, 

consultants or other professionals in order 

to determine or mitigate the extent of a 

loss or claim.

Property. Loss of cash, securities and 

other valuables wherever situated including 

whilst in transit.

Plastic Card Protection. Loss of cash from 

an automated teller machine as a result of 

lost, stolen, altered, or fraudulent misuse of 

automated teller machine cards or personal 

identity cards.

Employee Welfare, Pension & Benefits 

Plan. Financial loss from these plans 

resulting from employee dishonesty.

Safe Deposit Box Liability Loss resulting 

from claims brought by depositors for loss 

of any of their property contained in safe 

deposit boxes in the bank’s safe deposit 

vaults or in customer property vaults.

Automated Teller Machines. Loss of or 

damage to the bank’s teller machines and 

their contents, including loss of cash as a 

result of the wrongful use of lost, stolen 

or altered cards.

Civil Liability. Loss resulting from third 

party claims made against the bank for 

Civil Liability provided such claims arise out 

of the provision by the bank of Financial 

Services, including: - 

• Loss of documents

• Protection for the bank’s officers and 

employees for claims made against 

them by third parties for Civil Liability.

• Regulatory Costs as a result of a 

Regulatory Event.

• A civil wrong or wrongdoing actionable 

at law as a tort or its equivalent; or

• A breach of any statute (including any 

statutory provisions and/or any rules 

or regulations made by any regulatory 

body or authority thereunder

• A civil wrong or wrongdoing actionable 

as a breach of trust 

• Legal liability caused by a dishonest or 

fraudulent, criminal or malicious act or 

omission, or wilful misconduct on the 

part of an Officer or Employee of the 

bank or any sub-contractor or agent of 

the Assured

• Regulatory Costs as a result of a 

Regulatory Event.



In today’s corporate environment, the role 
of the director is not only demanding but 
individuals holding such a position have 
an increasingly high exposure to risk. 

Director’s and Officer’s Insurance

Beholden to company shareholders, financial 

regulators and government agencies, a director 

faces potential legal liabilities on all sides. 

With the onset of more stringent corporate 

governance guidelines and complex legislation, 

the risks and responsibilities borne by directors 

and officers worldwide are ever increasing.

Directors’ and Officers’ Liability Insurance 

(D&O) is the most effective means of ensuring 

a level of protection against the potential 

costs of defending a court case, regulatory 

investigation or the settlement of a claim. 

Failure to purchase such cover can be costly 

for businesses and put the personal assets 

of directors at risk.

The cover

In addition to covering the cost of defending 

legal proceedings, an effective D&O policy 

should also offer specific protection against 

the following:l Investigation by governments 

and regulatorsl Damages awarded by a courtl 

Civil sanctions (fines and penalties)l Claims 

made by dissatisfied employeesl Claims made 

against the directors by the company itselfl 

Claims made against the directors of subsidiary 

companiesl Claims made against individuals in 

their capacity as directors of external entities, 

with positions held on the insured company’s 

behalfWe would also urge clients interested 

in D&O insurance to consider a number of 

closely related insurance products to further 

strengthen overall protection levels, including:l 

Public Offerings Insurance (Prospectus Liability)

l Public Officials Liability Insurancel Side A 

Insurance (directors only cover)l Trustee Liability 

Insurancel General Partner Liability Insurance

Our team 

Our team of D&O specialists uses its expertise 

to develop custom-made policies that meet 

our clients’ specific needs. We are determined 

negotiators and our excellent relationships 

with all the major insurers result in competitive 

premiums for our clients.We also have an 

integrated and specialised claims team 

which is instrumental to the design of our 

insurance products.





In conjunction with the London credit insurance 
market, we have developed a comprehensive 
credit (or non-payment) insurance to cover the 
inability of the borrower, for whatever reason, 
to repay monies due under a lending agreement. 
Credit policies are confidential in nature and 
provide a risk mitigation solution for financiers

Credit Risk Insurance

Historically, credit insurance was bought to 

address bank’s concerns about the credit 

worthiness of an obligor or its jurisdiction and 

indeed this still remains a real motivation for 

financial institutions purchasing this type of 

insurance policy. 

Today, however, the incentive to purchase 

credit insurance has evolved to also include the 

following reasons:

• It allows financial institutions and exporters 

to offer customers larger facilities or 

contracts which may otherwise be 

curtailed by country or borrower internal 

limits.

• For financial institutions who wish to offer 

its borrowers a greater credit limit but are 

unable to receive internal approval. Credit 

insurance can offer an alternative and often 

preferable solution to syndicating a lending 

agreement as the insurer behaves as a 

sub-participant, sitting behind the lender 

and ensuring third-party banks are unable 

to gain access to their client.

• Banks can claim regulatory capital 

relief by classing the policy as a Credit 

Risk Mitigation Technique pursuant to 

worldwide banking regulations.



The cover

Credit insurance covers a financial institution’s 

loss following the failure of its customer 

(borrower) to repay amounts owed (whether 

principal or interest) to the financial institution 

by the borrower under a lending agreement. 

The non-payment by the borrower under the 

lending agreement may be protracted default 

(repeated non-payment by borrower for 

whatever reason) or the non-payment may be 

caused by the borrower’s insolvency. Usually 

the credit insurance policy is purchased to 

cover the whole life of a loan of up to seven 

years, however insurers can go out to 15 years 

for project finance transactions.

Our team

Our team brings together a breadth of legal 

and underwriting experience along with 

innovative broking to ensure our clients’ 

objectives are met. We understand that there 

is no “one size fits all” in credit risk insurance. 

Being perceptive but unbiased, meritocratic 

and dynamic, we can be at the forefront of 

developments, ensuring that our policies 

are the right fit for our clients and that they 

respond effectively.

We also have an integrated and specialised 

claims team which is instrumental to the 

design of our insurance products.

Basic transaction structure

Insurer Financier Borrower

Claim Paid
Protracted Default
Insolvency

Non-payment of 
loan

LoanCredit / Non-
payment policy
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