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Opportunities for commercial banks 

BCP preparedness is important for handling disruptions, emerging risks and continuing essential 

services to clients. 

Overview of Business Continuity Planning 
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What?

Develop Strategies

Procedures/processes

Continuity Planning

Critical Operations

Why?

Maintain Stability

Protecting Assets

Ensure customer trust

Regulatory 
requirements

Climate Resilient BCP : must include categorizing climate risk & 

transition risk impacts on critical infrastructure, operations, physical 

and portfolio assets, building resiliency & sustainability. 



Assessing the Impact of Emerging Risks
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Risk Considerations 

Frequency of climate events, increasing cybersecurity threats & other disruption events warrants 

adequate contingency planning 

Climate change & 
environmental risks

• Hurricane, Floods, Fire, 
drought, heat

• Impact on physical 
infrastructure, portfolio impact

• Higher insurance costs

Cyber Risks

• Ransomware, phishing, data 
breaches, technology 
failures, data loss

• Increased digitalization with 
greater potential disruption 
on BAU activities.

Supply Chain 
Disruptions

• Critical resources shortages

• Heavy reliance on third party 
vendors

• Service delivery impacts

Regulatory/Transition 
Risk

• Evolving Regulation/ESG

• Increase compliance 
risks/penalties requiring

• increased monitoring 

• IFRS accounting implications, 

Climate change impact: Disruption of operations, including physical damage to infrastructure and increasing portfolio credit risks.



Core Components of Business Continuity Planning 
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FOCUS 

AREAS

Risk Assessment
➢ Identifying vulnerabilities & disruption threats

➢Assess gaps in operations, supply chains, technology

➢Evaluate the likelihood & impact of risks to operations 

Business Impact Analysis (BIA)
➢ Assessing critical operational processes 

➢Determine level of disruption impact

➢Assess priorities for recovery efforts

Scenario Planning For Recovery 
➢ Model disaster scenarios both climate & cyber

➢ Regularly test BCP responsiveness via drills 

➢ Identify gaps and areas for improvement

➢ Update procedures to enhance effectiveness

Data Protection and Cybersecurity
➢ Protect sensitive data and operational integrity

➢ Implement robust cyber security standards

➢ Develop strategy for data backup, recovery

➢Reporting guidelines for data breaches

Employee Training & Awareness
➢ Promote a culture of preparedness and resilience

➢Conduct regular training sessions with employees

➢Assign roles & responsibilities during crises 

Vendor & Third-Party Management 
➢ Assess the continuity plan of critical vendors/service providers

➢ Determine adequacy of measures to support disruptions

➢Determine contingencies to address weaknesses/gaps

Regulatory Compliance
➢ Ensure regulatory requirements and standards are met 

➢ Regular review and update of BCP to ensure compliance

➢Create dual or independent testing for adherence

Communication Planning
➢ Establish clear communication protocols 

➢ Create comms plan for employees and clients/regulators

➢Timely and accurate dissemination is critical 

Technology Integration/Adaptation
➢   Leverage new technologies that strengthen operating model

➢ cloud computing and storage capabilities

➢Advanced cybersecurity tools to reduce cyber threats

Integrating Climate Risks 
➢Climate risk assessments on physical & transition risks 

➢Consider impacts on operational (assets) and portfolio risks (client)

➢  Climate risk modelling and risk mitigation (short & mid/long term)

➢ESG integration into Enterprise Risk Model



Collaboration & Partnerships
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Holistic Risk Assessment

➢ Different departments bring different 

perspectives on risk, vulnerabilities, strengths 

and solutions.

➢ Cross functional/segment engagement 

supports a broader scope of risks being 

identified and addressed

Resource Allocation

➢ Efficient resource allocation is needed in 

disaster recovery

➢ Resources will need to be adequately assigned 

to support continuity efforts

Streamlined Processes

➢ Critical efficiencies required during recovery to 

eliminate redundancy.

➢ Cross segment resource sharing can lead to a more 

effective response. 

Communication Perspectives

➢ Coordinated communication across teams to 

cater to various stakeholders 

➢ Avoids confusion and supports trust & confidence 

Importance of Cross Functional Collaboration

Engagement and teamwork across departments or cross border is crucial for BCP to succeed 

Continuous Improvement

➢ Collaboration allows for continues feedback

➢ Supports improvement of BCP & overall resiliency

➢ Opportunity to share lessons learns from drills and 

actual events. 



Climate:  Multiple islands impacted by Hurricane Irma & Maria in 2017 
& Dorian in 2019

o Impact: disruption to operations, employees’ safety, clients’ property 
& livelihoods, impact on physical assets, credit loss.

o Implementation

• Employee Call tree and employee support/safety

• Disaster management team mobilized to support employees/clients

• Temporary shift of processing centers to designated locations to 
support ongoing operations in line with BCP recovery plans

• Cross Functional team mobilization to support clients financially via 
payment relief support, short term credit lines, prepay funding of 
insurance claims

• Communication plans support pre and post employee & client 
engagement

• Outcome: Operational stability maintained, 

• Post process improvement: Development of contingency task force 
for client support & credit related risk factors. 
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Caribbean Case Studies Scenario 1
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Caribbean Case Studies Scenario 2

Health & Social Impact:   COVID-19 Pandemic  

Ø Impact: Significant disruption to operations, employees’ health risks, clients’ 

health & livelihoods at risk

Ø Implementation

• Leveraged existing BCP planning to support changes in operations  

• Remote working policies instituted 

• Technological upgrades to increase remote accessibility

• Client financial support required – Contingency Task Force mobilized to 

support clients and abated impact on credit exposure.

• Proactive approach to credit relieve/payment deferral with greater 

efficiency to support clients over 18 – 24-month period. 

• BCP Communication plans was quickly mobilized to support internal and 

external engagement.

• Outcome: Operational stability maintained, clients were supported during 

the pandemic and reduced risk of credit losses abated. 

Post process improvement: Enhancements to BCP planning, improved 

digitization
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Caribbean Case Studies Scenario 3

Supply Chain Impacts : Semi-conductor Shortages

Impact: Delays in production & distribution of chip & pin cars, card issuance 
delays, increased costs, logistical disruption, client service issues.

Ø Implementation

• Technological improvements – issuance of digital/virtual payment 

cards 

• Initiated automation for real time tracking and management to improve 

efficiency. 

• Industry collaboration with other financial institutions

• Outcome: clients service delivery and payment operations improved 

especially in the face of ongoing digitalization efforts. 

• Post process improvement: Diversify suppliers across multiple 

vendors and buffer stocks while leveraging regional suppliers
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Caribbean Case Studies Scenario 4

Enhancing BCP to address climate risk: CIBC Group

Impact: Building a more resilient and sustainable future 

Ø Implementation

• Integration of climate-related risk and opportunities consideration in 

risk management process 

• Climate risk analysis/carbon risk management – assessing and 

managing impacts of climate change on its operations and clients. 

•  Development of resiliency metrics, analytics and standards to 

evaluate vulnerability

• Climate scenario analysis expanded to different time horizons to 

assess exposure to climate risks and mitigation strategy.

• Committed to sustainable finance initiatives to support projects that 

help mitigate climate change, enhance resilience, achieve 

sustainability goals

Resiliency for Banks = sustainability + long term financial stability



CIBC Caribbean

Thank you

gillian.gollop@cibcfcib.com 
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