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Three Lines of Defense Model

• First line. Management & Board have the primary responsibility to 
own and manage risks associated with day-to-day operational 
activities.

• Second line. Compliance, legal, and others with risk management 
responsibilities provide support to management, although roles and 
responsibilities among the first and second lines may be blended or 
separated.

• Third line. Internal audit provides independent, objective assurance 
and advice on the adequacy and effectiveness of governance and risk 
management.
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Roles and Responsibilities of the Board of 
Directors
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 Must establish a top-to-down compliance culture within the Bank that is 
communicated to all staff and enforced

 Must have adequate knowledge of the regulatory requirements

 Must ensure that the Bank has established and implemented an effective 
compliance program

◦  Tailored to Bank’s risk profile

◦  Program is reflected in a comprehensive Manual

◦  Manual should be approved by the Board

◦  Monitor compliance with he Program through a compliance committee.

 Ensure Bank has competent personnel and investment in resources

 Conduct an annual assessment of risks

 Ensure the compliance program is audited by competent and independent 
auditors

 Ensure all corrective actions are taken and timely
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Senior Management & the AML Program
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What does Senior Management oversight entail? 

• Develop and implement AML/CTF procedures relevant to the nature, size and complexity 
of the business and risks it may reasonably face 

• Ensure sufficient resourcing to enable AML/CTF program 
• Review feedback from regulators and independent AML/CTF reviews 
• Review results of AML/CTF audits, training evaluations and observations of staff 

performance management
• Manage AML/CTF process improvements 
• Meet regulatory expectations 

• Convey AML/CTF reports and information to 
the Board

• Communicate AML/CTF policies from 
management to staff 

• Flow ML/TF risk management information up 
and down the Bank's hierarchy

• Identify ML/TF risks associated with 
customer types, services, delivery methods 
and foreign jurisdictions

Management needs to be confident that 
controls are in place, that the costs and 
effectiveness of the AML/CTF program are 
being measured, that record keeping and 
compliance reporting processes, both 
internally and to regulators, are functioning, 
that breaches or incidents are identifiable 
and can be managed if they occur



Defining Compliance Risk

• In recent years, the importance of risk management has gained increasing attention. 

• Regulators have been reorienting their approach to examinations or assessments to 

correspond more closely with the proactive perspective enshrined in modern risk 

management.

• Risk management is the core of safe operations

• Risk management requires a proactive approach to risk assessment and 

management across the Bank, and across all product lines and services offered. 

•  Business Risk Considerations

•  Customer risk rating 

•  Private Banking

•  Correspondent Banking

•  Loan products and activities

•  Investment services

The risk of weakening an organization's business model, reputation and financial 

condition resulting from failures due to non-compliance with laws and regulations, 

internal standards and policies and the expectations of shareholders and 

stakeholders.



• What laws, rules and regulations apply to the business activities 

conducted by the organization? 

• What level of risk does each business activity pose to the organization? 

•  Consider thematic factors as well as those that are specific to 

business units

•  Where does the institution focus its regulatory compliance efforts?

•  Where should the Board and Senior Management focus their 

efforts? 

• What controls are in place to mitigate these risks and how effective are 

they? 

•  Is there a metric to objectively assess effectiveness? 

• How to correct inadequate or weak controls? 

• How will AML/CFT Management use risk assessment information going 

forward? 

Assessing AML Compliance Risk
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Top 10 AML Deficiencies

1. Inadequate Senior Management/Board of Director Oversight

2. Dysfunctional AML Program

3. Inadequate AML Compliance Staff 

4. Lack of AML Compliance Committee

5. Inadequate Customer Due Diligence / KYC 

6. Deficient Suspicious Activity Reporting

7. Inadequate training of bank personnel

8. Inadequate independent audit/testing of AML function

9. Failure to maintain accurate and complete books and records

10. Failure to correct previously identified AML deficiencies 



EMERGING RISKS



Emerging Risks

• Interest Rate Risk (IRR)

• Remote work

• Digital banking

• Technology/FinTech – third party vendors

• Cyber risks

• Use of apps/social media to communicate with customers

• Cryptocurrency/Sanctions





Silicon Valley Bank

• bank’s leaders also made a big bet on interest rates staying low, which 
turned out to be a bad one as the Fed raised them rapidly in a bid to 
control inflation

• large share of deposits above the government’s $250,000 insurance 
limit. Uninsured depositors are more likely to pull their money at the 
first sign of trouble to prevent losing their savings

• identified lax oversight of the bank and said its collapse demonstrated 
“weaknesses in regulation and supervision that must be addressed.”

• Phenomena of social media



Signature Bank

• “poor management” and pursuit of “rapid, unrestrained growth” without 
sufficient risk policing

•  primary source of growth was through uninsured deposits gathered from 
mid-sized companies (63 percent to 82 percent of total assets) 

• a significant CRE concentration representing 593 percent of Tier 1 capital 
and the allowance for credit loss

•  rapid growth and expansion into the digital asset markets; in late 2022, 
when its liquidity position deteriorated in large part due to stress in the 
crypto industry

• regulator also acknowledged its own shortcomings in communicating with 
bank management about examination results and other supervisory issues

• F.D.I.C. cited staffing shortages



First Republic

• the bank’s investments were particularly exposed to the risk of rising 
interest rates

• a large share of customers with deposits that surpassed federal 
insurance limits

• The failure of Silicon Valley Bank made Americans more concerned 
about the safety of their deposits

• 2018 reduced the central bank’s oversight of so-called midsize banks



Remote Work





What can be done?

• Use only computers registered with your work network and avoid personal 
use.

• Keep the Operating System and antivirus updated.

• Encrypted equipment and connections.

• Use multiple authentication. 

• Cover your computer's camera while not in use.

• Disable the microphone while it is not in use.

• Stop relying on automated processes to engage customers.

• Always check in with calls when you are not sure the request is legitimate. 

• Do not "click" on links without prior verification.
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Compliance Professionals/ Officers – Their Role in a Digitized Environment



The pandemic accelerated that transformation 



Transformation 
in banking

Account opening online

Payments and remittances

Granting of loans

Internal and external audit including 
regulatory exams

Omnichannel
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Role of the Compliance Professional
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• Higher level of risk

• Risk assessment to identify risks – compliance, IT, legal, business – 
and understanding what the risks are

• Role and obligations are the same – CIP, KYC, ongoing monitoring, 
periodic reviews

• Verify a new client's identity.
• Create a profile for the client.
• comparing governmental listings.

• Different set of tools

• Merger of compliance and technology skillset



FATF Recommendation 10: Customer due diligence
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• (a) Identifying the customer and verifying that customer’s identity using 
reliable, independent source documents, data or information.

• (b) Identifying the beneficial owner and taking reasonable measures to 
verify the identity of the beneficial owner, such that the financial institution 
is satisfied that it knows who the beneficial owner is. For legal persons and 
arrangements this should include financial institutions understanding the 
ownership and control structure of the customer.

• (c) Understanding and, as appropriate, obtaining information on the 
purpose and intended nature of the business relationship.

• (d) Conducting ongoing due diligence on the business relationship and 
scrutiny of transactions undertaken throughout the course of that 
relationship to ensure that the transactions being conducted are consistent 
with the institution’s knowledge of the customer, their business and risk 
profile, including, where necessary, the source of funds.



FATF 3/6/20 digital identification guidance
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Role of Technology
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• Traditional methods not enough:  physical + digital data
• Leverage technology and transform digital data into intelligence
• Physical attribute - Passport/driver’s license/national id - can be digitized for 

validation purposes
• Biometrics/behavioral data
• Digital attributes – information from devices we use on a daily basis (geo 

location, specific configuration of the smartphone – apps, router, etc.) 
• In addition to traditional monitoring (expected versus actual activity) potential of 

leveraging new technology (AI/machine learning): is IP address same as when 
they signed up? are their linkages with other accounts phone number or email 
addresses?



Thoughts

• Building in house? Outsourcing?

• Make sure you have the necessary budget and resources

• Engaging a third party (Fintech) to undergo CIP/KYC processes? Will 
they satisfy CIP requires as opposed to merely identifying person?

• What tools do they use? Are they reliable? Can they handle volume?

• Data privacy risks for storage of customers digital information

• Record retention – what will be available when if I need it down the 
road either for regulators or because of an alert?



Due diligence on vendor if implemented by third party. 
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• OCC bulletin 2021-40
• Business experience

• Financial condition – profitable? Funding sources?

• Client base

• Legal & regulatory compliance knowledge

• Information security measures



Improper mobile-messaging app monitoring

• The S.E.C. imposed fines totaling $1.1 billion on 16 firms

• Failure to stop employees from using text messages on personal 
phones to communicate could have an impact on investigations and 
monitoring of bank activities

• Morgan Stanley fined $200 million for conducting business via 
“unapproved”  WhatsApp use

• Citigroup, Goldman Sachs Group and Bank of America have settled for 
$125 million



Cryptocurrencies/Virtual 
and Digital Assets

• Currency? Storer of Value? 
Property? Commodity?

• FinCEN requires registration 
of virtual currency 
businesses.

• Concern over the use of 
virtual currencies to launder 
illicit proceeds. 

• They are not anonymous 
however you can hide the 
origin using unregistered 
exchanges. 

• Risk of violating OFAC 
sanctions. 



Tornado Cash

• Popular mixing service or mixer sanctioned by OFAC

• Allows clients to obfuscate the origin of cryptocurrency 
trades

• Merge multiple transactions and then redistribute them

• Responsible for laundering cybercrime proceeds including 
over $455M from North Korea's Lazarus Group 



• Arrest of the owner of Bizlato, accused of facilitating laundering 

• Registered in Hong Kong 

• Required minimal user identification

• Its main counterpart was Hydra Market, an anonymous 
marketplace for drugs, stolen financial information, and 
laundering services.

• They exchanged more than $700M with Hydra

• Also received over $15M Ransomware product

• How come he was arrested? New law: if the Treasury 
Department determines that a financial institution operating 
outside the U.S. poses a significant risk in connection with 
Russian illicit financing 



THANKS!

DAVID

SCHWARTZ
PRESIDENT & CEO

dschwartz@fiba.net
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