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TODAY WE’RE

XPLORING

« Data Privacy vs Data « Comparison of the Laws in » Guide/Action Plan for
Protection the Caribbean Compliance

« General Data Protection —
Regulation- EU & UK * Key Definitions  Penalties for breaches

- Status of Data Protection « ESG and Data Protection « Questions & Answers
Laws in the Caribbean



Defining Data
Privacy &
Protection

(Interlock and overlap)

Data Privacy

Data Privacy concerns the ability of
individuals to control their personal data.
It's an individual’s right to have control
over how their data is collected and used.

This refers to the rules, laws and
regulations aimed at safeguarding
personal information of individuals, such
as standards on maintaining the integrity
and accessibility of data.

Data Privacy

Focuses on
individual’s , the
purpose of data
collection, processing,
and privacy
preferences.

Focuses on how to
collect, process, share,
archive and delete the
data.

Defines who has
access to personal
data and those
controls are

predominantly put in
place by user.

obligation




The General Data Protection Regulation (GDPR)-
European Union and the United Kingdom

» The General Data Protection Regulation (GDPR)

Is often considered the leading data privacy and
protection legislation enacted to date. It was
adopted in 2016, coming into force May 25, 2018,
and governs the security, use, transmission, and
collection of data from the residents of the
European Union’'s (EU) 27 member countries
and countries in the European Economic
Area. The GDPR applies to all EU residents,
regardless of the entity that collects the personal
data. As such it imposes obligations on
organisations anywhere, so long as they target or
collect data related to the people in the EU. The
GDPR will levy harsh fines against those who
violate its privacy and security standards, with
penalties reaching into the tens of millions of
euros.

» The United Kingdom (UK) has retained in its

domestic laws the GDPR known as the UK
GDPR; however, it has the independence to keep
the framework under review. This, together with
the UK’s Data Protection Act of 2018, implements
the provisions of data privacy and protection in
the UK.

The UK GDPR also applies to controllers and
processors based outside of the UK if their
processing activities relate to monitoring the
behaviour of individuals taking place in the UK or
offering goods or services to individuals in the
UK.



DATA PRIVACY &
PROTECTION LAWS IN
THE CARIBBEAN

Since 2018, there have been significant developments in
the data privacy laws in the Caribbean. Countries have
recognized their impact and many Caribbean countries
looked to the GDPR model as they developed or
implemented their own laws to protect data privacy. While
data privacy laws in the Caribbean generally seek to
protect personal data, countries may differ in scope,
compliance and enforcement.

We will examine the status of the CARICOM members and
associate members that also include members of the
Caribbean Association of Banks. There are 6 countries of
this list that do not have any data privacy and protection
laws of their own. Of note is that the Organisation of
Eastern Caribbean States (OECS) has developed the
OECS Data Protection Model Bill. Countries such as
Grenada and St. Kitts and Nevis appear to have adopted a
similar regime in their development of their legislation.
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STATUS OF DATA PRIVACY LAWS IN THE CARIBBEAN

Anguilla No Laws of its own
Bahamas, The Data Protection (Privacy of 2007 In 2023, it was indicated there Draft bill to address, inter
Personal Information) Act, 2003 was a draft Data Protection Bill. alia, the areas of non-

alignment to the GDPR

Belize Data Protection Act, 2021 2021 Similar to Barbados’ Act
British Virgin Data Protection Act, 2021 2021
Islands

Dominica No Law
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STATUS OF DATA PRIVACY LAWS IN THE CARIBBEAN

Guyana Data Protection Act, 2023 Not in effect Awaiting commencement by
Minister by Order in Gazette

Jamaica Data Protection Act, 2020 2023 6 months grace period to allow Partially in force-awaiting
data controllers to comply with the  registration of data
Act-June 1, 2024 controllers

St. Kitts and Nevis Data Protection Act, 2018 Not in effect On legislative agenda for 2025 to
be revised

St. Vincent and the Privacy Act of 2003 2003

Grenadines

Trinidad and Tobago Data Protection Act 2012 Partially in force
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A REVIEW OF DATA PRIVACY AND
PROTECTION LEGISLATION IN THE
CARIBBEAN AND ALIGNMENT WITH

THE GDPR




Key Definitions

Consent. Consent of the data subject means any freely
given, specific, informed and unambiguous indication of
the data subject's wishes by which he or she, by a
statement or by a clear affirmative action, signifies
agreement to the processing of personal data relating to
him or her. Article 4(11) GDPR.

(Data) Controller. The natural or legal person, public
authority, agency or other body which, alone or jointly
with others, determines the purposes and means of the
processing of personal data. Article 4(7) GDPR

(Data) Processor. A natural or legal person, public
authority, agency or another body, which processes
personal data on behalf of the controller. Article 4(8) GDPR.
Some legislation in the Caribbean explicitly exclude
employees of the data controller in its definition.

Data Subjects. A named or otherwise identifiable
individual who is the subject of personal data... such as
reference to an identification number or other identifying
characteristics (whether physical, social or otherwise)
which are reasonably likely to lead to the identification of
the individual. Section 2(1) Data Protection Act, 2020 Jamaica.

Personal Data. Any information relating to an identified
or identifiable natural person (‘data subject’); an
identifiable natural person is one who can be identified,
directly or indirectly, in particular by reference to an
identifier such as a name, an identification number,
location data, an online identifier or to one or more
factors specific to the physical, physiological, genetic,
mental, economic, cultural or social identity of that

natural person. Article 4(1) GDPR. Jamaica’s DPA includes
persons’Pll that are deceased for less than 30 years.

Processing. Any operation or set of operations which is
performed on personal data or on sets of personal data,
whether or not by automated means, such as collection,
recording, organisation, structuring, storage, adaptation
or alteration, retrieval, consultation, use, disclosure by
transmission, dissemination or otherwise making
available, alignment or combination, restriction, erasure
or destruction. Article 4(2) GDPR

Sensitive Personal Data. Personal data of such a nature
that additional safeguards, security controls or obligations
are advisable for the processing of these special
categories. E.g., race, genetic or biometric data
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Scope - The DPA applies to every organisation that process personal data of UK citizens and the GDPR to the processing of personal data of EU nationals and residents.

Data Protection Principles - A data controller must comply with the following data protection principles, Personal data must be processed lawfully, fairly, and
transparently; must be processed for specified and legitimate purposes; must be adequate, relevant, and not excessive; must be accurate and up to date; should not be
kept any longer than is necessary; must be processed securely and the controller is responsible for and must demonstrate compliance

Legal bases for processing -No personal data must be processed unless there is a legal basis for such processing. These legal bases include consent, contractual
relations, legal obligations, vital interest of the data subject, public interest/public function, the legitimate interest of the controller.

Individual Rights - The DPA sets out several rights of individual data subjects. These include: Right to be informed; Right to access; Right to rectification; Right to erasure;
Right to object/opt-out; Right to data portability; Right not to be subject to automated decision-making; Right to restriction of processing

Data Privacy Officer (DPO) - Under both the UK and the GDPR a data controller/processor must appoint a DPO if: your core activities require large scale, regular and
systematic monitoring of individuals or your core activities consist of large-scale processing of special categories of data or data relating to criminal convictions and
offences.

Data privacy notice - There is a requirement that data controllers provide certain information to people whose information (personal data) they hold and use. A privacy
notice should identify who the data controller is, with contact details for its Data Protection Officer. It should also explain the purposes for which personal data is collected
and used, how the data is used and disclosed, how long it is kept, and the controller’s legal basis for processing.

Cross-border Data Transfers - An organisation must complete this statutory procedure to assess the level of protection provided by the overseas third : consider the level of
protection afforded by the law applicable to such overseas third party; if comparable it can proceed, if not the organisation must employ contractual mechanisms, corporate
codes of conduct including binding corporate rules (BCRs), or other means to ensure that the overseas third party provides a comparable level of protection.
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Breach notification - A data controller must notify the Commissioner and the affected data subject(s) of a personal data breach without undue delay but no longer than 72
hours after the data controller should, with the exercise of reasonable diligence, have been aware of that breach. There will be no need to notify the Commissioner if there
is no risk to the rights and freedoms of individuals.

Data Security - Appropriate technical and organisational measures shall be taken against unauthorised or unlawful processing of personal data and against accidental
loss or destruction of, or damage to, personal data.

Data Protection Impact Assessments (DPIAs) - Data controllers must undertake a DPIA on the protection of personal data where a type of processing, in particular one
using new technologies, is likely to result in a high risk to the rights and freedoms of an individual.

Data Processors - Data Controllers must have data processing agreements and other contractual arrangements in place as it relates to the responsibilities of the “data
controller” and “data processor” in processing personal data.

Enforcement - The Act also provides for a number of offences and fines. Where an offence under the DPA has been committed by an entity, a director, member, secretary
or similar officer of that entity may also be regarded as having committed that offence. The UK law sets a maximum fine of £17.5 million or 4% of annual global turnover -

whichever is greater, while the EU law sets a maximum fine of €20 million or 4% of annual global turnover — whichever is greater — for infringements. ig"}marysfrom Privacy
VISOry services



COMPARISON OF DATA PRIVACY AND
PROTECTION LEGISLATION IN THE CARIBBEAN

* Review of five Caribbean countries’ data laws and their alignment with the GDPR

Features of GDPR | Antigua and

Barbuda

Barbados

Bermuda

Cayman
Islands

Comments

Material Scope
and Definitions

Data Protection
Principles

Legal Bases for
Processing

Individual Rights

Data Protection
Officer

Cross-border
transfers

Partially aligned

Substantially
aligned

Partially aligned

Partially aligned

Not aligned

Not aligned

Fully aligned

Substantially
aligned

Fully aligned

Fully aligned

Substantially
aligned

Substantially
aligned

Partially
aligned

Substantially
aligned

Partially
aligned

Partially
aligned

Partially
aligned

Fully aligned

Substantially
aligned

Substantially
aligned
Substantially
aligned

Substantially
aligned

Not aligned

Fully aligned

Substantially
aligned

Substantially

aligned
Fully aligned

Fully aligned

Partially
aligned

Substantially
aligned

Antigua and Barbuda,
data subjectincludes
legal persons.

Some legal bases are not
as detailed as the GDPR.

GDPR, controller
/processor must appoint
a DPO under specific
criteria.

Not dealt with in Antigua
and Barbuda’s DPA.



* Review of five Caribbean countries’ data laws and their alignment with the GDPR

Features of
GDPR

Data Breach
Notification

Data Security

DPIA

Data
Processor
Contracts

Enforcement

COMPARISON OF DATA PRIVACY AND
PROTECTION LEGISLATION IN THE CARIBBEAN

Antigua and

Barbuda

Not aligned

Substantially

aligned

Not aligned

Partially
aligned

Partially
aligned

Barbados

Fully aligned

Fully aligned

Fully aligned

Fully aligned

Partially
aligned

Bermuda

Partially
aligned

Partially
aligned

Not aligned

Substantially
aligned

Partially
aligned

Substantially

aligned

Fully aligned

Not aligned

Fully aligned

Partially
aligned

Substantially
aligned

Fully aligned

Substantially
aligned

Fully aligned

Substantially
aligned

Comments

No period provided in Bermuda.
Cayman requires data subjects
to be notified of all breaches.

Under the GDPR, the controlleris
responsible for and must
demonstrate compliance

No requirements in Cayman,
Bermuda, and Antigua and
Barbuda

Bermuda makes a distinction
between a third party and an
overseas third party and establishes
a statutory procedure for transfers.

Jamaica aligns with 4% annual
gross worldwide turnover
however, unlike the GPDR there
is no alternative dollar value cap.



Data Privacy and Protection as part of Environmental,
Social and Governance (ESG) Framework

» ESG Framework is “a systematic approach for

identifying, assessing and integrating the
economic, environmental and social impacts of a
business on society as well as the environment.”
The goal is to capture the non-financial risk and
opportunities in the daily activity of organisations.

» With the widespread collection and use of

personal data, data protection practices are
increasingly seen as important competitive
differentiators. Implementing a comprehensive
data privacy and protection programme will also
assist with the alignment of an ESG strategy.

» Data breaches can not only affect an

organisation’s bottom line with hefty fines but can
also result in the loss of consumer confidence
and business reputation which can be costly and
pose extensive challenges to rebuild.

Organisations should show a significant level of
commitment to safeguarding data privacy by
implementing controls that reflect compliance with
legislation and best practices.



Guide to Compliance with Data Privacy and
Protection Legislation

» Regulatory Framework. Understanding the
prevailing legislation in your jurisdiction that
Impact your organisation.

» Conduct a Gap Assessment. To ascertain the
current compliance operation of your organisation
against data privacy and protection requirements.

» Develop High Level Action Plan. Outlining
recommended actions to bridge the gaps
identified, the level of priority and who will be
responsible.

» Complete a Record of Processing Activity
(ROPA). Internal document that contains
information about all personal data processing
activities carried out by the organisation.

» Appoint Data Protection Officer (DPO) (where
applicable). Data Controller appoints a DPO who
IS responsible for monitoring (reporting, where
applicable) independently the data controller’s
compliance with the legislation.

» Complete Registration as Data Controller
(where applicable). Several pieces of legislation
require data controllers to register with respective
regulators. BVI currently does not have this
requirement.



Action Plan for Compliance with Data Privacy
and Protection Legislation

» Develop Policies. Establish organizational rules

and policies to protect employees’ and
individuals' data privacy. E.g., Privacy Policies
are used to describe the types of information that
is collected from individuals, sets out how you
use and protect any personal data.

Develop Practices. Best practices in place to
guide with IT Infrastructure, data privacy and
protection.

Data Governance. Establish standards and
practices used to store, secure, retain and access
data.

» Third-party Associations. Ensure the necessary

contractual measures are in place to ensure that
contractors, service providers, data processors
are operating within the established standards
practices and laws.

Update customer/employee documentation.
Ensure relevant consents for processing are
included and issue privacy notices where needed.

» Training and Sensitisation of Staff. Ensure

awareness of data privacy and protection
concerns and techniques. This should be
integrated in general training programmes and
onboarding for new staff.



PENALTIES FOR BREACHING DATA PRIVACY LAWS

Antigua and Data Protection Act, 2013 Fines and imprisonment Processing sensitive
Barbuda personal data unlawfully-
fine up to 200k or

imprisonment up to 3 yrs

Barbados Data Protection Act, 2019 Fine up to Bds$500k or up
to 3 years imprisonment
or both
Bermuda Personal Information Protection Act, Legal person, fineuptos  Individuals- up to
2016 BM$250k on indictment. BMD$25k or imprisonment

up to 2 years or both

Cayman Islands The Data Protection Act (2021 Fines, imprisonment or Monetary penalties may be
Revision) both imposed by Ombudsman,
up to CI$250k-S.55
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PENALTIES FOR BREACHING DATA PRIVACY LAWS

Guyana Data Protection Act, 2023 Fine orimprisonment. For Not in effect
corporations, 4% of the annual gross
worldwide turnover

St. Kitts and Nevis Data Protection Act, 2018 Fines Not in effect
St. Vincent and the Privacy Act of 2003 Fines
Grenadines
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THANK YOU

Confidentiality and Usage Disclaimer: This presentation is confidential and meant only for the named recipient(s). Unauthorized copying, sharing, or use of its contents
is strictly prohibited. If you receive this in error, please inform the sender immediately and delete it from your system. The information within should not be disclosed to
others. By accessing this presentation, you agree to keep its contents confidential and use them only for their intended purpose. Any views expressed are those of the
presenter(s) and not necessarily the company’s. The company is not liable for any unauthorized use or dissemination of this presentation. Thank you for your
cooperation.




	Slide 1: Data Privacy and Protection in the Caribbean
	Slide 2
	Slide 3
	Slide 4
	Slide 5
	Slide 6
	Slide 7
	Slide 8
	Slide 9
	Slide 10
	Slide 11
	Slide 12
	Slide 13
	Slide 14
	Slide 15
	Slide 16
	Slide 17
	Slide 18
	Slide 19

