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The three lines of defense framework

RISK CONTENT
˗ Manage risk/implement actions to manage and treat risk

˗ Comply with risk management process

˗ Implement risk-management process where applicable

˗ Execute risk assessments and identify emerging risk

RISK PROCESS
˗ Establish policy and process for risk management

˗ Strategic link for the enterprise in term of risk

˗ Provide guidance and coordination among all constituencies

˗ Identify enterprise trends, synergies and opportunities for change

˗ Initiate change, integration, operationalization of new events

˗ Liasion between third line of defense and fist line of defense

˗ Oversight over certain risk areas and in terms of enterprise objectives 

RISK PROCESS AND CONTENT
˗ Liaise with senior management and the board

˗ Rationalise and systematize risk assessment and governance reporting

˗ Provide oversight on risk management content/process

˗ Provide assurance that risk management process are adequate and 

appropriate
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The 3LOD model

The three lines of defence (3LOD) 

model should fundamentally 

contribute and support better risk 

management. However, it is 

generally recognised that it needs 

to be enhanced further to help offer 

an effective roadmap of key 

decision-making within complex 

firms, providing clarity around 

questions of responsibility and 

accountability to underpin better risk 

management and control activities

01

Since its introduction within the 

financial services industry over 20 

years ago, the 3LOD model has 

been discussed, adapted and 

challenged. Despite some 

reservations over its effectiveness 

as a framework to support risk 

management behaviours, it is 

widely used amongst financial 

institutions

02

Many organisations continue to 

struggle with fully embedding the 

3LOD model which can cause 

uncertainty over roles and 

responsibilities, duplication of work, 

and a perceived lack of mutual 

appreciation between the different 

lines. Organisations are often 

encumbered with a model which 

does not sufficiently support 

positive risk management 

behaviours or encourage enough 

collaboration between the lines

03
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Embedding 3 LOD in your organization
Overall, we identified four key ways that financial organisations can improve the embedding of the 3LOD model:

Documentation

01 Individual 

accountability and 

incentives

02 Culture and 

communication

03 Active risk management
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KPMG solutions aligned to 3LOD

RISK CONTENT
˗ Manage risk/implement actions to manage and treat risk

˗ Comply with risk management process

˗ Implement risk-management process where applicable

˗ Execute risk assessments and identify emerging risk

RISK PROCESS
˗ Establish policy and process for risk management

˗ Strategic link for the enterprise in term of risk

˗ Provide guidance and coordination among all constituencies

˗ Identify enterprise trends, synergies and opportunities for change

˗ Initiate change, integration, operationalization of new events

˗ Liasion between third line of defense and fist line of defense

˗ Oversight over certain risk areas and in terms of enterprise objectives 

RISK PROCESS AND CONTENT
˗ Liaise with senior management and the board

˗ Rationalise and systematize risk assessment and governance reporting

˗ Provide oversight on risk management content/process

˗ Provide assurance that risk management process are adequate and 

appropriate
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We undertake assessments and 

provide recommendations

Assess and Review

We can help risk management in both 

the assessment of risk and the design 

of control and implementation of 

technology solutions

Assess and Review

Design and Implement

Various reports for corporate or 

regulator use on key risks or 

compliance with regulations

Reporting
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Cyber crime factoid

43% 148% 311% US$10.5tr

C-Suite business 

leaders who 

reported a data 

breach cited 

human error as 

the second 

major cause.

Increase in 

ransomware 

attacks.

Increase in 

ransom amounts 

since  2019

Estimated Global cyber 

crime damages by 2025
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The Future – Attacks Moving from…
Individual corporation to 

Ecosystems of 

corporations

Corporations to 

Homes

Homes to Privileged 

Users
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Cyber services aligned to 3LOD

RISK CONTENT
˗ Manage risk/implement actions to manage and treat risk

˗ Comply with risk management process

˗ Implement risk-management process where applicable

˗ Execute risk assessments and identify emerging risk

RISK PROCESS
˗ Establish policy and process for risk management

˗ Strategic link for the enterprise in term of risk

˗ Provide guidance and coordination among all constituencies

˗ Identify enterprise trends, synergies and opportunities for change

˗ Initiate change, integration, operationalization of new events

˗ Liasion between third line of defense and fist line of defense

˗ Oversight over certain risk areas and in terms of enterprise 

objectives 

RISK PROCESS AND CONTENT
˗ Liaise with senior management and the board

˗ Rationalise and systematize risk assessment and governance 

reporting

˗ Provide oversight on risk management content/process

˗ Provide assurance that risk management process are adequate 

and appropriate

1st

LINE OF 

DEFENSE

2nd

LINE OF 

DEFENSE

3rd

LINE OF 

DEFENSE

RISK GOVERNANCE 

Strategy and 

Governance

— Cyber Security 

Strategy

— Target Operating 

Model Development

— Third Party Security 

Risk Management

— Cyber Maturity 

Assessment

— Compliance/Framewo

rk Gap Assessment

— Privacy

Transformation

— Identity and Access 

Management

— Customer and Identity Access 

Management

— Security Governance, Risk 

and Compliance (GRC)

— Logging Monitoring and 

Analytics

— Asset Protection

— Security Program Delivery

Cyber Defence

— Technical 

Assessments

— Security Testing

— Application 

Security

— Security 

Operations 

Advisory

— Security Analytics

— Intelligence-Led 

Threat 

Assessment

— Next-Generation 

SOC

Cyber Response

— Readiness

— Incident Response

— Post-breach

FOUR PILLARS OF CYBER SECURITY
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Thank you 
Ravi
Sankar 
Principal, Head of Cyber Security

KPMG Caricom 

E: rsankar@kpmg.com.jm

T: +1 876 922 6640

M:+1 876 822 0708

mailto:rsankar@kpmg.com.jm
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