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DISCUSSION POINTS • Digital Transformation and AI

o Business Imperative, 

o Caribbean Readiness, and 

o Risks.

• Artificial Intelligence 

o The need for early Governance, 

o AI Readiness Assessments,  and 

o Board/C-Level Recommendations. 

• Key Takeaways. 
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BUSINESS IMPERATIVE FOR AI AND DT
• Across the global financial sector, artificial intelligence and digital 

transformation are no longer viewed as future trends—they are immediate 

strategic imperatives based on common business drivers: 

o Customer expectations are shifting rapidly toward personalized services

o Fintech disruptors are innovating at speed, often unencumbered by legacy 

systems or traditional regulatory burdens. 

o Regulators themselves are also becoming more forward-looking, pressing 

institutions to modernize operations, to improve resilience.

• For Caribbean banks, these global drivers are deeply felt—but they intersect 

with distinct regional realities e.g. varying regulations/laws and digital 

acceptance/trust 

• At the same time, the Caribbean’s vulnerability to external shocks—whether 

financial, environmental, or geopolitical—has increased the urgency of 

investing in technologies that improve agility, continuity, and shareholder value.

• AI and digital transformation present a rare opportunity to leapfrog outdated 

infrastructure and reinvent the financial ecosystem across the region. 3Stratos Cyber Inc Copyright 2025



THE CARIBBEAN REGION´S READINESS FOR AI AND DT 
GOVERNMENTS AND REGULATORS

• Post pandemic most governments in the Caribbean advanced the vision of developing a 

Digital Economy. 

• To achieve this requires: Digital Society, Digital Government, Digital Financial Services 

and Payments System, and Policies and Regulations as it relates to cybersecurity and 

data privacy. 

• The AI Readiness in the Caribbean Report 2024, published by the Economic Commission 
for Latin America and the Caribbean assessed the Government´s AI readiness of the 

respective 193 Member States  of the United Nations, within the following 3 pillars:

o Government,Technology , and Infrastructure

o Within the readiness index all of the 16 Caribbean countries had scores less that 50% 

with the exception of Dominican Republic at 50.71. 

• Compounding the issue is a level of regulatory uncertainty. Caribbean banks must 

navigate local data protection laws and oversight from their respective regulator(s) all of 

whom are beginning to evaluate AI's impact through their own lenses. 

• Caribbean Banks are answerable to international standards from correspondent banks, 

auditors, and global frameworks like Basel III, and very soon, ISO 42001 (AI 

Management Systems), and the NIST AI Risk Management Framework. 4Stratos Cyber Inc Copyright 2025



THE CARIBBEAN REGION´S READINESS FOR AI AND DT
BANKS

• Caribbean Banks continue to be early adopters of technology in many 

of their respective countries.

• However, Infrastructure readiness gaps , regulatory uncertainty, and 

talent shortages continue to slow progress in some markets.

• In many cases, executive teams are ready to move, but lack clear, 

actionable guidance on how to balance innovation with risk, speed with 

security. Meanwhile, customer demand for mobile-first, digital-first 

services is accelerating.

• The imperative is clear: for Caribbean banks,  AI and Digital 

Transformation are not optional enhancements—they are foundational 

to long-term competitiveness, operational resilience, and financial 

inclusion – A STAY IN BUSINESS REQUIREMENT.

• But these technologies cannot be deployed in isolation. They must be 

embedded within a broader framework of governance, security, and 

trust. This presents not only a challenge, but an opportunity for growth.
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Where there is a Yin, there is a YangDigital Technology Adoption increases your cyber threat exposure

All Systems, mainly the core banking and ATM systems,  on Prem and behind the firewall, possibly IVR.

• Core Banking Systems
• Multiple Applications, some AI enabled
• Multiple Channels
• Segmented networks
• 3rd Parties (AI)/FINTECHS, and Cloud Base Solutions
• Multiple Data Repositories
• Expanded Users/Client
• Multiple APIs

With each added component, there is a possible need to integrate. Each Integration expands your Attack Surface within People, Process, and Technology.
Stratos Cyber Inc Copyright 2025 7



MEANWHILECYBER ATTACKS ARE INCREASING IN FREQUENCY AND COMPLEXITY

• Ransomware Incidents: Significant increase in ransomware attacks targeting financial 

institutions. Ransome groups Akira (Revenue: USD 42M in 12 months, 250 successful 

attacks) and EOG are targeting the Caribbean. (Jamaica Business Observer 2025)

• High Cyberattack Volume: Increasing volume of attacks in the region. Jamaica recorded 

43 million cyberattack attempts in 2023 alone. Deepfake attacks are also increasing. 

• Changing Business models:  Ransomware groups as changing their business model from 

Ransomware as a Service (RaaS), to Software as a Service (SaaS) and Infrastructure as a 

Service (IaaS) providing more sophisticated Threat Actors with tools and Infrastructure to 

develop and test more complexed ransomware/malware. 

• Vulnerable Sectors: Financial services, healthcare, retail, manufacturing, and government 

institutions are highly susceptible to cyber-attacks.

• People are the problem: Significant successful ransomware attacks are due to 

vulnerabilities exploited from people enabled actions. (IBM Data Breach Report 2024)

• Increased Sophistication: Attackers are exploiting new vulnerabilities at a faster rate, using 

AI technology.
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PERIODICCYBERSECURITYRESILIENCE ASSESSMENTIS A BUSINESS IMPERATIVE
EVALUATE YOUR ORGANIZATION’S CYBERSECURITY POSTURE WITH OUR COMPREHENSIVE ASSESSMENT TOOL
SCAN TO BEGIN ASSESSMENT >>

https://resilience.stratos-cyber.com/
https://resilience.stratos-cyber.com/


CURRENT RISKS IN AI 
• As artificial intelligence becomes more deeply embedded in financial services, it is 

reshaping not only how banks operate—but also how they are exposed to risk. 

• In the Caribbean context, the stakes are particularly high. Many banks operate in multiple 

jurisdictions across small island economies, often with lean IT and compliance teams, and 

a strong dependence on third-party  providers. As AI is integrated into customer-facing 

and back-office functions the risk surface for attack grows exponentially.

• Security threats are no longer confined to data breaches or malware. AI systems 

themselves can be manipulated. 

• Threat actors may attempt data poisoning attacks, subtly contaminating training datasets 

to produce biased or incorrect outputs. 

• Others may target model outputs through adversarial inputs—specially crafted queries 

designed to bypass detection systems or generate false approvals. 

• The risk of automated social engineering increases, with attackers capable of producing 

phishing emails or impersonations /deepfake at alarming scale and accuracy.
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GOVERNANCE IS KEY • One of the concerns we encounter in our work with  institutions is a lack of AI/DT-

specific governance structures. While most banks have matured frameworks for 

Credit, IT, Risk or possibly Cybersecurity, very few have formalized oversight for 

AI systems. Key questions often go unanswered:

o Who owns the data sets?

o Who owns the decisions made by AI modelling, and Digital Transformation 

Adoption from design to post implementation?

o How transparent are the model’s assumptions, limitations, or potential biases?

o What security and ethical controls are in place when AI systems are developed, 

retrained, or redeployed?

• To fully realize the promise of AI, Caribbean financial institutions must invest not 

only in tools—but in oversight. Building trust in AI means understanding how it 

can fail, who is accountable, and how to respond when things go wrong. That is not 

a technology problem—it is a governance and leadership challenge. Therefore, we 

believe each Bank implementing AI must ascertain its level of readiness. 
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FRAMEWORK FOR AI SECURITY READINESS
• For banks across the Caribbean embracing artificial intelligence, the need for 

speed is clear—but so is the need for structure. AI brings new opportunities, but 

also a new category of risk that cannot be managed with legacy governance and 

security checklists alone. 

• What is needed now is a deliberate, end-to-end framework that allows 

institutions to confidently deploy AI, while ensuring that systems are secure, 

accountable, and aligned with enterprise-wide risk tolerance and business 

objectives. 

• At Stratos Cyber, we have developed  AI Security Readiness Framework © . 

It is designed to support financial leaders C-SuiteCEOs,  CTOs, CRand 

Boards—as they move from experimentation to scaled deployment. It is 

grounded in international standards, but tailored to local realities.

• The framework is built around 5 key pillars to ascertain an institution´s AI 

Security Readiness: strategy, architecture, risk, operations, and compliance.
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FRAMEWORK FOR AI SECURITY READINESS
1 . Strategic Alignment: AI in Service of an Institutional Mission

• When we assess readiness, we begin by asking: Is the bank’s AI strategy 

explicitly tied to its business model, regulatory posture, and customer 

promises? Too often, AI projects maybe siloed or driven by vendor 

opportunity, not a wider organizational intent. But aligning AI initiatives 

to clearly defined outcomes ensures purpose, visibility, and 

accountability.

• At the leadership level, this alignment should be documented and 

reviewed regularly by senior executives and boards. AI is not a one-off 
investment; it is a continuous transformation journey. And without 

strategy, there can be no security nor return on investment.
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FRAMEWORK FOR AI SECURITY READINESS

2. Architecture and Data Controls: Building Secure Foundations
Once the vision is in place, attention must shift to the technical foundations that support a 

safe and resilient AI deployment.

• Fragmented Infrastructures - AI systems often operate in hybrid environments: some 

evven hosted  on 3rd party infrastructure. This fragmentation can make it difficult to map 
dependencies or enforce consistent controls.

• Lack of updated Asset Inventories. In our assessments, we commonly see organizations 

lacking a clear inventory of their AI assets—no central registry, no visibility into where 

models are hosted, and limited auditability of how training data was collected or 

processed.

• Data Models - Security begins with visibility. Institutions should develop and maintain a 

data model registry, define data retention policies, and restrict access to both training 

datasets and live model outputs. Encryption at rest and in transit should be standard. But 

equally important is role-based access control for all users - A Zero Trust approach is 
mandatory.
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FRAMEWORK FOR AI SECURITY READINESS

3. Risk (AI-Specific Threat Modeling): From Theory to Adversary

• Traditional security models are not enough to capture the unique risks posed by 

AI. Caribbean banks must begin to adopt AI-specific threat modeling, tailored to 

the way these systems behave—and can be abused.

•  It involves asking: What could go wrong with this model? What happens if the 

input data is subtly manipulated? Could a bad actor retrain the model through 

poisoned data? Could they reverse-engineer customer details from a predictive 

score?

• AI systems can be attacked not through code exploits, but through mathematical 

manipulation, input spoofing, or side-channel analysis. AI introduces even 

more risk, enabling scalable misinformation, impersonation, or synthetic fraud. 

Institutions must  simulate adversarial behavior, and test model boundaries.

• Defending AI systems requires collaboration between business, IT, security 

teams, data scientists, and external specialists. 
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FRAMEWORK FOR AI SECURITY READINESS

4. Operational Governance: Embedding Controls into the Lifecycle, and Training.

• Even the most secure AI system can fail if not governed properly. Banks must 
embed operational controls throughout the AI lifecycle—from development to 
deployment, monitoring, and decommissioning.

• This includes versioning models, tracking changes, and implementing clear 
escalation paths when anomalies occur. 

• It also means ensuring that high-impact models—such as those used for credit 
decisions or fraud alerts—have human-in-the-loop safeguards that allow staff to 
review and override AI outputs when necessary.

• Operational Governance includes the requirements to consistently train users and 
customers of AI enabled systems/services. It involves transparent communication 
on your bank´s commitment on ethical use. 

• Governance is not just a checkbox. It is an active process of surveillance, auditing, 
and continuous improvement, and continuous training. 
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FRAMEWORK FOR AI SECURITY READINESS
5. Compliance (Regulatory and Standards Mapping): Staying Ahead of the Curve

• Caribbean banks must begin preparing for what is coming—not just 

what exists.

• Around the world, AI regulation is accelerating. The European Union’s 

AI Act (expected to rollout in 2025), the United States’ NIST AI Risk 

Management Framework, and the newly published ISO 42001 standard 

for AI management systems are setting benchmarks that will influence 

cross-border compliance. 

• Banks in the region must begin mapping their AI practices against these 

emerging standards now—before enforcement arrives. Doing so not 

only ensures preparedness but enhances credibility with partners, 

correspondents, and international stakeholders.
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Scan the code to download the white paper
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STRATEGIC RECOMMENDATIONS FOR EXECUTIVES AND BOARDS
• Digital transformation and AI adoption are no longer just IT matters—they 

are defining elements of enterprise strategy. For Caribbean banks, the 

question is not whether to adopt AI, but how to lead its adoption in a way 

that is secure, ethical, and aligned with the institution’s long-term mission.

• This leadership challenge cuts across functions. CEOs, CROs, CIOs, 

CTOs, CISOs, and Board Directors each play a vital role in shaping the 

organization’s approach. But more than that, they share a collective 

responsibility: to ensure that innovation does not outpace accountability, 

and that technology reinforces—not undermines—trust in their Bank and 
by extension, the financial system. 

• The recommendations that follow are not isolated actions. They are 

interdependent decisions, requiring collaboration at the highest levels. And 

we believe to be particularly relevant in the Caribbean, where institutional 

scale is often smaller, but the reputational impact of missteps can be 
magnified.
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STRATEGIC RECOMMENDATIONS FOR EXECUTIVES AND BOARDS 
CHIEF EXECUTIVE OFFICERS/BOARD OF DIRECTORS

• For CEOs and board members, the most important shift is mindset. AI is not just an 

operational tool—it is a governance issue, a reputational risk, and a strategic opportunity. 

• From a wider perspective - from strategy to operations to finance CEOs have a distinctive 

view of the critical area of their Bank. They are best positioned to build the resilience of 
their Bank which  must become part of the Bank´s long-term strategic planning. 

• Resilience is not about rebounding from challenges. It is the ability to lead and develop the 

organisation in identifying and optimising on constant changes and disruptions as 

opportunities for growth, through adaptability and continuous improvement. It requires 

purpose, preparation and practicality. CEOs/MDs are the Chief Resilience Officers 

of their respective Bank. 

• The board should actively request updates on DT/AI strategy, not only in terms of 

performance, but in terms of risk exposure, ethics, and regulatory alignment. 

• At a policy level, boards must work with executive teams to approve AI use charters , 

define escalation procedures, and integrate algorithmic risk into the bank’s broader ERM 

framework. with relevant KPIs to be tracked and managed.

•  A well-informed board is not just a safeguard; it is a strategic asset.
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STRATEGIC 

RECOMMENDATIONS 

FOR EXECUTIVES 

AND BOARDS

CHIEF INFORMATION 

OFFICERS/CHIEF 

TECHNOLOGY  

OFFICERS.

• CIOs/CTOs sit at the crossroads of innovation and infrastructure. As the 

architects of digital transformation, they are tasked with not just building 

systems that work, but building systems that are secure, scalable, and 

ethical.

• The first step is visibility. ALL AI assets must be mapped, documented, and 

monitored. 

• CIOs and CTOs must lead the development of technical and operational 

standards for AI development and deployment. These standards should 

cover everything from data preprocessing, feature selection to model 

explainability, retraining frequency, and input validation. 

• One of the hardest decisions for a CIO or CTO is to pause or halt 

deployment when governance conditions are not met. Doing so requires 

institutional support, and a clear mandate from the executive level/board that 

responsible innovation is more important than first-mover advantage.
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STRATEGIC RECOMMENDATIONS 
CHIEF INFORMATION SECURITY OFFICERS /RISK LEADERS

• CISOs are already under pressure. Ransomware attacks, phishing campaigns, 

third-party risk—all are escalating. But AI introduces a new frontier of 

uncertainty, and the CISO’s role is evolving to meet it.

• AI systems must now be incorporated into cybersecurity threat models, 

incident response plans, and SOC monitoring frameworks. If a model is 

retrained in the middle of the night by an automated process, the security team 

must know. 

• This means that AI deployments should trigger security architecture 

reviews, data classification updates, and adversarial testing. It also means 

building relationships across functions—especially with legal, compliance, 

and data science teams—to ensure that AI risks are assessed holistically.

• Importantly, CISOs must begin educating senior leadership and boards about 

AI-specific attack vectors: model evasion, training data theft, inference 

leakage, shadow AI. These concepts are not yet widely understood, but they 

will soon become core to operational resilience and regulatory compliance.
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SUGGESTED KEY TAKEAWAYS
▪ Digital Technology/AI in Banking is no longer an option; it is a necessity. But this 

comes with increasing risk exposires.  

▪ Cyber threats in the Caribbean are increasing in complexity and volume, attacking 
your organisation´s People, Processes, and Technology. AI presents more 

sophisticated cyber threats and risks. These risks are not IT Risks, but organisational. 

▪ DT/AI adoption requires a readiness assessment centred around the pillars of 
strategy, architecture, risks, operations, and compliance.

▪ As CEOs and Board of Directors we must adopt a Cybersecurity Strategy,  that is 

aligned to our business objectives, consistently optimising and protecting our assets, 

brand, and reputation.

▪ Application of Cybersecurity Services/Solutions are not panaceas for protecting 

your Organisation. This also requires Governance, Readiness Assessments, and a 

collaborative resilient leadership where purpose, preparation and pragmatism, is 

consistently adopted to manage this complex challenging, yet opportunity filled 

world we exist in.  
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DESCRIPTION LIST OF AI RISKS
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Name Descriptions
Adversarial Testing A method used to evaluate machine learning models by intentionally providing them with malicious or 

harmful inputs to determine how they will respond. The goal is to identify vulnerabilities and weaknesses in 
the model´s behaviour to improve its robustness and safety.

Automated Social 

Engineering

The use of AI to enhance and automate social engineering attacks. Social Engineering is the manipulation of 

individuals into divulging confidential information or performing actions to compromise security. 

AI Abuse Scenarios When AI Technologies are misused to cause harm or exploit vulnerabilities.

Code Exploits This involves exploiting vulnerabilities within  AI systems to execute malicious outcomes.

Data Poisoning Where threat actors intentionally corrupt the training data used to develop AI and machine learning models. 
Contaminating the data will negatively impact the model´s performance/reliability. 

Input 

Manipulation/Spoofi

ng

Altering the data fed in the AI System to mislead its decision-making process, with the intent to exploit 

vulnerabilities in the model.  Adversarial Testing can reduce this exposure.

Mathematical 

Manipulation

Using mathematical techniques and principles to enhance, optimise and understand AI models.

Model Invasion The threat actor exploits vulnerabilities in the AI models to extract sensitive information or to manipulate 
the model´s behaviour.

Side-Channel 

Analysis

Attacker studies and exploits indirect information leaks from AI systems—especially machine learning 

models that can reveal sensitive data or internal workings of  the model. Data Privacy risk.
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AI USE CHARTER: CONTENT
• 1. Purpose and Scope

• Define the objectives of  the charter.

• Clarify which departments, technologies, and use 

cases it applies to.

• 2. Ethical Principles

• Fairness: Avoid bias and discrimination.

• Transparency: Ensure explainability and 

openness about AI use.

• Accountability: Assign responsibility for AI 

outcomes.

• Privacy and Data Protection: Safeguard personal 

and sensitive data.

• Human Oversight: Maintain human-in-the-loop 

where necessary.

• 3. Governance and Compliance

• Establish roles and responsibilities (e.g., AI Ethics 

Committee).

• Align with legal and regulatory frameworks (e.g., 

GDPR, AI Act).

• Define audit and review mechanisms.

• 4. Risk Management

• Identify and assess risks (e.g., model 

drift, misuse).

• Implement mitigation strategies and 

incident response plans.

• 5. AI Lifecycle Management

• Design & Development: Ethical design, 

inclusive datasets.

• Testing & Validation: Bias testing, 

performance evaluation.

• Deployment: Monitoring, version 

control.

• Decommissioning: Criteria for retiring 

AI systems.

• 6. Use Case Approval and 

Prioritization

• Criteria for evaluating and approving AI 

projects.

• Prioritization based on impact, 

feasibility, and risk.

•7. Training and Awareness

•Educate staff  on responsible AI use.

•Promote a culture of  ethical innovation.

•8. Stakeholder Engagement

•Involve internal and external 

stakeholders.

•Encourage feedback and continuous 

improvement.

•9. Technology and Vendor 

Management

•Standards for procuring third-party AI 

tools.

•Vendor accountability and transparency 

requirements.

•10. Monitoring and Continuous 

Improvement

•KPIs and metrics for AI performance 

and ethics.

•Regular updates to the charter based on 

new insights or regulations



About Us

Stratos Cyber is an innovative service provider in cybersecurity, dedicated to 

helping businesses navigate an ever-evolving digital threat landscape. 

We specialize in delivering tailored security solutions that empower organizations to 

safeguard their digital assets, maintain compliance, and build resilience against 

future threats. We are passionately focused on making the Caribbean more cyber 

resilient. 

With a strong focus on innovation, customer service, and governance, we leverage 
cutting-edge technology and a proactive approach to ensure our clients thrive in 

today’s connected world. Join our Cybersecurity Monthly Advisory Newsletter, 

with a Caribbean focus, by scanning this Bar Code

Contact: 1-514-299-2015 or info@stratos-cyber.com

Website: www.statos-cyber.com 
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STRATOS CYBER INC. RISESERVICES SUITE
RESILIENCEINTELLIGENCESECURITYEMPOWERMENT
READ MORE >>

https://info.stratos-cyber.com/stratos-cyber-rise
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